
 

XtraMath and Student Data Privacy 
 

Executive Summary 
 

● XtraMath is committed to protecting the privacy and security of its users’ data. 

● XtraMath has signed the Student Privacy Pledge. 

● XtraMath complies with national and state student data privacy and child-protection laws. 

● Districts, schools, and teachers may use XtraMath in compliance with national and state 

student data privacy and child-protection laws.  

 

The content of this whitepaper is not meant to provide legal advice. If you have questions 

regarding applicability of any law as it may apply to you, please consult an attorney. 

 

This document was last updated on December 16, 2016. If you have questions or concerns, 

contact erika@xtramath.org. 
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Introduction 
XtraMath is a non-profit organization. It offers its math skill-building program for free to any 

member of the general public with access to the Internet. While many parents and teachers 

choose to use XtraMath, the program is equally available to anyone who may have a desire or 

need to practice their math skills. XtraMath recognizes that teachers and schools often look to 

the Internet for tools to assist their instruction. Much like Google, YouTube, and Khan Academy, 

XtraMath is a freely available resource that is available to support teachers in their efforts.  To 

help teachers who choose to access XtraMath, teachers are allowed to create accounts for their 

students and track individual skill-building progress. But XtraMath does not sell its skill-building 

resources to teachers or schools, nor enter into contracts with them.  

 
XtraMath strictly adheres to its Privacy Policy. The best way XtraMath protects its users’ privacy 

is by not requesting sensitive, personal information in the first place. XtraMath collects only the 

minimum amount of information required to operate the program. XtraMath does not request or 

receive any information from children who use the program other than retaining how they 

perform on the XtraMath tasks so they can progressively build their skills. Further, a child cannot 

create their own account. A parent or teacher must do it for them. The only information about a 

child that XtraMath requests from the parent or teacher is the child’s first name and grade level. 

And the only additional information XtraMath collects is the city in which the account is created 

(it does not collect mobile geolocation tracking data).  Disclosure of this information generally is 

not considered harmful or an invasion of privacy if released. It is commonly known information 

frequently available in the community, such as in a school yearbook. Moreover, the results of a 

specific child’s performance is shared only with the child and the parent or teacher who created 

the account so they can track progress. For evaluating the effectiveness of the program and 

other research, XtraMath uses only aggregate, de-identified data that cannot be linked to 

individual children. 

 

In sections below we discuss the Student Privacy Pledge, FERPA, COPPA, the PPRA, and our 

policy on signing contracts with schools and districts. In the appendix we discuss state student 

data privacy laws from all fifty states plus the District of Columbia. 

 

http://cdn0.xtramath.org/docs/en/privacy-policy.pdf


Student Privacy Pledge 

XtraMath has voluntarily signed on to the Student Privacy Pledge, through which XtraMath 

pledges to: 

 

● Not sell student information 

● Not behaviorally target advertising 

● Use data for authorized education purposes only 

● Enforce strict limits on data retention 

● Provide comprehensive security standards 

● Be transparent about collection and use of data.  

 

http://studentprivacypledge.org/


FERPA 
XtraMath complies with FERPA. 

The Family Educational Rights & Privacy Act (FERPA) prohibits sharing of student personally 

identifiable information (“PII”) maintained by an educational agency, such as a school or school 

district. FERPA does not impose requirements on non-profit organizations such as XtraMath. 

Districts, schools, and teachers may use XtraMath in compliance with FERPA. 

Under FERPA, information qualifies as PII when it is personal to or can be used to identify 

specific, individual students. Common examples are full name, date of birth, and Social Security 

Number. To the extent student PII may be provided to XtraMath, it is permissible under FERPA. 

If a teacher signs up a child, the information regarding the student would only include first name, 

grade, and—because the teacher is the one enrolling the student—the teacher’s name as well. 

XtraMath also determines the city in which an account is created to providers users relevant 

information and updates for their locality.  (XtraMath does not track the movements or current 

location of users through mobile geolocation.)  The above information commonly is not subject 

to FERPA’s restrictions under the “directory information” exemption, which allows sharing of 

basic, non-sensitive information about students after proper disclosure by the school. To the 

extent the “directory information” exception may not apply due to local policy or a family “opting 

out”, the teacher must confirm that the child’s parent has provided informed consent in 

compliance with FERPA prior to creating an account for a student.  Further, if a parent enrolls 

their child, then the child's information is voluntarily shared by the parent. FERPA does not 

apply to this voluntary sharing of information.  

 

 

  

 



COPPA 
COPPA does not apply to XtraMath, but regardless XtraMath would comply with COPPA. 
 
The Children’s Online Privacy Protection Act (COPPA) places certain requirements on operators 

of commercial websites and online services that collect personal information from children under 

13. COPPA does not apply to non-profit organizations such as XtraMath. Further, even if 

COPPA did apply, XtraMath does not collect any personal information from children that would 

trigger COPPA’s requirements, such as full name or email address. 

COPPA does not apply to districts, schools, and teachers. 

As stated above, COPPA applies to operators of commercial websites and online services. 

Districts, schools, and teachers are not subject to COPPA. While a school may contract with an 

entity that is subject to COPPA and provide consent for student use, this provision would not 

apply because XtraMath is not subject to COPPA.  

 

  

 



PPRA 
The PPRA does not apply to XtraMath. 

The Protection of Pupil Rights Amendment (PPRA) principally governs marketing to students 

and the administration to students of a survey, analysis, or evaluation that concerns one or 

more of eight protected areas, such as political affiliations or religious practices. The PPRA 

applies to programs and activities of educational agencies, such as a school or school district. 

XtraMath does not conduct any activity that would fall within the PPRA. 

Districts, schools, and teachers may use XtraMath in compliance with the PPRA. 

Districts, schools and teachers must comply with the PPRA only when the activities they 

undertake fall within the scope of the law as described above. Because XtraMath’s activities do 

not fall within the scope of the PPRA, none of the law’s requirements for districts, schools or 

teachers apply. 

 

  

 



CIPA 
CIPA does not apply to XtraMath. 

The Children’s Internet Protection Act (“CIPA”) applies to schools that participate in the federal 

E-Rate Internet access discount program.  See  47 U.S.C. § 254(h)(5).  These schools must 

certify that they have an Internet safety policy that includes the use of technology protection 

measures, such as filtering software, to block minors from using Internet-connected computers 

to access obscene images or other materials deemed harmful to minors.  The safety policy must 

also address the unauthorized disclosure, use and dissemination of personal identification 

information regarding minors.  47 U.S.C. § 254(l)(1)(A)(iv).  Finally, the safety policy must 

provide generally for monitoring the online activities of minors, though this does not require the 

tracking of Internet use of any identifiable person.  See  CIPA 114 Stat. 2763A-336 § 1702 

(2000).  These and the other requirements of CIPA are summarized by the FCC’s CIPA 

webpage.  

The No Child Left Behind (“NCLB”) law similarly requires schools using NCLB funds for 

Internet-related technology to put in place an Internet safety policy that includes CIPA’s 

requirement to block harmful Internet content.  See  20 U.S.C. § 7131(a).  

CIPA does not apply to XtraMath.  XtraMath is not a school to which CIPA applies, nor does it 

have any connection with the E-Rate Internet access discount program.  CIPA does not impose 

any restrictions or obligations on nonprofits that offer skill-building programs over the Internet 

such as XtraMath.  Nor does CIPA impose any specific obligations for the protection of personal 

identification information that might be applicable to XtraMath. 

Districts, schools, and teachers may use XtraMath in compliance with CIPA. 

Districts, schools and teachers receiving the technology-related subsidies discussed above 

must maintain an Internet safety policy that requires the school to block websites deemed 

offensive to minors, addresses the unauthorized disclosure of minors’ personal identification 

information, and provides for monitoring Internet usage by minors.  

  

None of those requirements restricts districts’, schools’ or teachers’ use of XtraMath.  XtraMath 

provides a free, online math skill-building resource.  It is not the type of website that would be 

deemed harmful to minors and must be blocked under CIPA.  Indeed, many teachers use 

 

https://www.fcc.gov/consumers/guides/childrens-internet-protection-act
https://www.fcc.gov/consumers/guides/childrens-internet-protection-act


XtraMath because they find it as a helpful supplement for their students.  To the extent a district 

or school has adopted a general policy for student Internet access and use, teachers should 

confirm that use of XtraMath is consistent with that policy. 

  

 

  

 



Contracts with Districts or Schools 
XtraMath does not contract or partner with specific districts or schools. Rather, it offers its math 

skill-building program on a free and voluntary basis to anyone with access to the Internet. 

XtraMath is pleased that many parents and teachers view XtraMath as a valuable supplemental 

resource. But whether to use XtraMath, and the extent which to do so, is always a voluntary 

decision of the parent or teacher. With over 13,000 school districts in the U.S., and millions of 

users of XtraMath, it is not feasible for XtraMath to contract with every entity that takes 

advantage of its free and generally-available program. 

Nor do data-sharing laws require such contracts. Under FERPA and the state laws discussed 

below, data-sharing agreements are required only where a third-party is receiving student 

personally identifiable information (“PII”) from the school or district—usually because the entity 

is providing students with educational services on a contractual basis and at the district’s or 

school’s request. The purpose of these data-sharing agreements is to protect the confidentiality 

of student PII so it is not used for improper purposes. XtraMath does not receive protected 

student PII from districts or schools that triggers these legal requirements.  

 

  

 



Appendix: State Privacy Laws 
In addition to federal law, many states have enacted their own student privacy laws. XtraMath’s 

policies of not collecting protected student personally identifiable information (“PII”), requiring a 

parent or teacher set up an account, and not selling user information or using it for targeted 

advertising or marketing all help it comply with state laws. 

It is important to note that these are general statements based on the laws at the time of writing. 

If you have any questions as to applicability to your specific situation please contact your 

attorney.  

 

  

 



Alabama 
XtraMath complies with Alabama law. 
 
 Alabama law does not impose specific requirements on entities such as XtraMath that provide 
a generally available skill building program used by teachers and students.  Instead, Alabama 
regulations require schools to comply with the federal privacy law, FERPA.  See  Ala. Admin. 
Code r. 290-3-1-.02(5).  XtraMath may be used because it complies with FERPA. 
  
Alabama districts, schools, and teachers may use XtraMath. 
  
Consistent with FERPA, schools may share basic, non-sensitive information about students as 
“directory information” after proper disclosure by the school.   If a teacher signs up a child for 
XtraMath, the information regarding the student would only include first name, grade, 
and—because the teacher is the one enrolling the student—the teacher’s name as well. 
XtraMath also determines the city in which an account is created to provide users relevant 
information and updates for their locality.  (XtraMath does not track the movements or current 
location of users through mobile geolocation.)  The above information commonly is regarded as 
“directory information” which may be shared even if it is personally identifiable information. 
Teachers and schools may use XtraMath consistent with FERPA and Alabama law.  

To the extent the “directory information” exception may not apply due to local policy or a family 
“opting out”, the teacher must confirm that the child’s parent has provided informed consent 
prior to creating an account for a student.  Further, if a parent enrolls their child, then the child's 
information is voluntarily shared by the parent.  Neither Alabama law nor FERPA apply to this 
voluntary sharing of information.  

 

 

 
 
 
 
 
 

 

 



Alaska 
  
XtraMath complies with Alaska law. 
  
Alaska law does not impose specific requirements on entities such as XtraMath that provide a 
generally available skill building program used by teachers and students.  The federal privacy 
law, FERPA, therefore controls and XtraMath may be used because it complies with FERPA 
and similar Alaska law (as described below). 

Alaska districts, schools, and teachers may use XtraMath. 
 
Alaska education regulations require Alaska districts to ensure their policies and practices for 
student records comply with federal and state law, including FERPA.  Alaska Admin. Code tit. 4, 
§ 07-60.  Consistent with FERPA, Alaska schools may share basic, non-sensitive information 
about students as “directory information” after proper disclosure by the school.  If a teacher 
signs up a child for XtraMath, the information regarding the student would only include first 
name, grade, and—because the teacher is the one enrolling the student—the teacher’s name 
as well.  XtraMath also determines the city in which an account is created to provide users 
relevant information and updates for their locality.  (XtraMath does not track the movements or 
current location of users through mobile geolocation.)  The above information commonly is 
regarded as “directory information” which may be shared even if it is personally identifiable 
information.  Teachers and schools may use XtraMath consistent with FERPA and Alaska law.  

To the extent the “directory information” exception may not apply due to local policy or a family 
“opting out”, the teacher must confirm that the child’s parent has provided informed consent 
prior to creating an account for a student.  Further, if a parent enrolls their child, then the child's 
information is voluntarily shared by the parent.  Neither Alaska law nor FERPA apply to this 
voluntary sharing of information.  

 

 
 
 
 
 
 
 
 
 

 



Arizona 
  
XtraMath complies with Arizona law. 
  
Arizona law does not impose specific requirements on entities such as XtraMath that provide a 
generally available skill building program used by teachers and students.  Instead, the state 
recognizes that federal privacy law, FERPA, controls.  See  Ariz. Rev. Stat. § 15-141 (A). 
XtraMath may be used because it complies with FERPA. 

Arizona districts, schools, and teachers may use XtraMath. 
 
Because FERPA governs Arizona student data law, Arizona districts, schools and teachers may 
share basic, non-sensitive information about students as “directory information” after proper 
disclosure by the school.  If a teacher signs up a child for XtraMath, the information regarding 
the student would only include first name, grade, and—because the teacher is the one enrolling 
the student—the teacher’s name as well.  XtraMath also determines the city in which an account 
is created to provide users relevant information and updates for their locality.  (XtraMath does 
not track the movements or current location of users through mobile geolocation.)  The above 
information commonly is regarded as “directory information” which may be shared even if it is 
personally identifiable information.  Teachers and schools may use XtraMath consistent with 
FERPA and Arizona law. 

To the extent the “directory information” exception may not apply due to local policy or a family 
“opting out”, the teacher must confirm that the child’s parent has provided informed consent 
prior to creating an account for a student.  Further, if a parent enrolls their child, then the child's 
information is voluntarily shared by the parent.  Neither FERPA nor Arizona law apply to this 
voluntary sharing of information.  

 

  

 



Arkansas 
 
XtraMath complies with Arkansas’s SOPIPA. 
 
In 2015, Arkansas enacted the Student Online Personal Information Protection Act (“SOPIPA”), 
now codified at Ark. Code § 6-18-109.  SOPIPA applies only to specifically defined “operators”, 
which are entities operating online services knowing that they are used, designed and marketed 
for public school purposes.  SOPIPA prohibits these operators from using student information to 
target advertising, creating a profile except for school purposes unless the information is under 
the control of the parent, student, or school, selling personal information, or disclosing the 
information.  Operators must also implement reasonable security measures and delete 
information when requested by the school.  
 
XtraMath complies with Arkansas’s law because it only gathers information for registration 
records and the information remains under the control of a student, parent, or teacher. 
Additionally, XtraMath only uses information from students for their own adaptive learning 
purposes.  And XtraMath does not conduct any of the activities prohibited by the law (such as 
selling or disclosing student data or targeting advertising to students), allows teachers and 
parents to easily delete student data, and maintains reasonable security procedures and 
practices.  
 
In any event, SOPIPA may not apply to XtraMath because it is not an “operator.”  XtraMath is 
not designed and marketed primarily for public school purposes – that is to “aid in the 
administration of school activities primarily for the use and benefit of the school.”  While public 
teachers are certainly frequent users of XtraMath, the XtraMath skill-building program is freely 
available to anyone with access to the Internet.  SOPIPA explicitly does not apply to general 
audience websites. 
 
Arkansas districts, schools, and teachers may use XtraMath in compliance with 
Arkansas’s SOPIPA. 
 
SOPIPA does not limit districts, schools, and teachers’ ability to access programs such as 
XtraMath.  The law only imposes requirements on “operators”, not school personnel.  Districts, 
schools, and teachers’ ability to use XtraMath is unchanged by SOPIPA. 

 

  

 



California 
 
XtraMath complies with California’s SOPIPA and AB 1584. 
 
In 2014, California enacted its Student Online Personal Information Privacy Act (“SOPIPA”). The 
law prohibits specific online operators from engaging in certain activities, such as behaviorally 
targeted advertising, amassing a profile of a student except in furtherance of K-12 school 
purposes, selling student data, and disclosing student personally identifiable information (“PII”). 
XtraMath does not engage in any of these activities. Further, under the law an online operator 
must maintain reasonable security procedures and practices, which XtraMath does. And 
California’s SOPIPA explicitly allows student data to be used for adaptive learning 
purposes--that is, so a student can consistently build skills based on what they know and what 
they need to learn.  

In any event, SOPIPA may not apply to XtraMath because it is not designed, marketed and 
used primarily for K-12 purposes.  While public teachers are certainly frequent users of 
XtraMath, the XtraMath skill-building program is freely available to anyone with access to the 
Internet.  SOPIPA explicitly does not apply to general audience websites. 

In 2014, California also enacted AB 1584. This law requires that certain terms be included when 
a district or school contracts with a third party for digital storage services or for digital 
educational software. XtraMath does not contract with districts or schools for either of these 
purposes.  AB 1584’s mandated contractual terms, such as requiring that pupil records continue 
to be the property of and under the control of the local educational agency, simply do not apply. 
Further, AB 1584’s requirements are imposed on local educational agencies when they choose 
to enter into technology services agreements. They do not restrict private nonprofits that provide 
generally available skill-building resources such as XtraMath.  

California districts, schools, and teachers may use XtraMath in compliance with 
California’s SOPIPA and AB 1584. 
 
California’s SOPIPA does not limit districts, schools, and teachers’ ability to access programs 
such as XtraMath. In fact, it recognizes that such programs are often used for K-12 school 
purposes. The law does not restrict this practice. Rather, it imposes requirements on the 
operators of online services. Districts, schools, and teachers’ ability to use XtraMath is 
unchanged. 
 
Further, AB 1584 does not apply to district, school and teacher use of XtraMath. XtraMath does 
not contract or partner with specific districts or schools for technology services. Rather, it offers 
its math skill-building program on a free and voluntary basis to anyone with access to the 
Internet. XtraMath is pleased that many parents and teachers view XtraMath as a valuable 
supplemental resource. But whether to use XtraMath, and the extent which to do so, is always a 

 



voluntary decision of the parent or teacher. XtraMath is not providing students with educational 
services on a contractual basis at the district’s or school’s request. Therefore, AB 1584’s 
prescribed contract terms do not apply.  
 

 

  

 



Colorado 
XtraMath complies with Colorado’s Student Data Transparency and Security Act. 
  
In 2016, Colorado enacted House Bill 16-1423, the “Student Data Transparency and Security 
Act” (the “Act”), now codified at Colo. Rev. Stat. §§ 22-16-101 et seq .  The Act imposes 
limitations and requirements on “school service contract providers”, that is, entities that have 
entered into a formal contract with a public education entity to provide services.  XtraMath does 
not enter into contracts with districts or schools so these requirements do not apply to XtraMath. 

The Act also provides guidance for school districts and teachers that use “school service 
on-demand providers”, that is entities that provide a school service on occasion and without a 
contract.  To the extent XtraMath is considered an on-demand provider, the Act does not 
impose specific requirements on it.  Instead the requirement encourages schools not to use 
on-demand providers that do not comply with their own privacy policy, sell student personally 
identifiable information (“PII”), use PII to target advertising to students, create a personal profile 
for anything other than education purposes, or fail to maintain a comprehensive security 
program that reasonably protects student data.  XtraMath meets all of these requirements.  In 
any event, XtraMath may not be covered by the law because it is not designed and marketed 
primarily for use in a school.  While public teachers are certainly frequent users of XtraMath, the 
XtraMath skill-building program is freely available to anyone with access to the Internet.  

Colorado districts, schools, and teachers may use XtraMath in compliance with 
Colorado’s Student Data Transparency and Security Act. 
 
The Act imposes detailed requirements on schools and districts to maintain the privacy of 
student data, including by adopting a student information privacy and protection policy.  A 
requirement potentially relevant to XtraMath is that districts should, to the extent practical, list 
on-demand providers that the district and teachers use.  If the district has evidence that an 
on-demand provider is not complying with the basic security and privacy requirements 
described above, the district is encouraged to stop using the on-demand provider and, after 
notifying the on-demand provider, include the on-demand provider on a list of websites that it 
has stopped using.  These provisions are not triggered, however, because XtraMath complies 
with the Act’s security and privacy requirement as described above.    

 

 
 

 



Connecticut 
XtraMath complies with Connecticut’s Student Data Privacy Act. 
 
In June 2016, Connecticut enacted Public Act No. 16-189, “An Act Concerning Student Data 
Privacy” (the “Act”).  As of October 1, 2016, the Act prohibits certain operators of 
education-related websites from targeting advertising to students, using student information for 
anything other than school purposes, or selling or disclosing student information.  The Act also 
requires these operators to maintain security measures that meet industry standards and to 
delete student information when asked by the school.  In the event of a data breach, operators 
are required to notify users within 30 days of the breach.  Operators may use data entered in 
the site for adaptive learning purposes.  
 
XtraMath complies with the law.  XtraMath only uses student information for adaptive learning 
and instructional purposes, maintains industry-standard security measures, and allows teachers 
and parents to easily delete student data.  Further, XtraMath has committed to notify its users 
within 30 days of any data breach that results in the release of their data (see our Privacy 
Policy).  And XtraMath never sells student information and does not target advertising to 
students.  
 
In any event, the Act may not apply to XtraMath because general audience Internet websites 
and services explicitly are not included in the Act.  While K-12 teachers are frequent users of 
XtraMath, the XtraMath skill-building program is freely available to anyone with access to the 
Internet.  
 
Connecticut districts, schools, and teachers may use XtraMath in compliance with 
Connecticut’s Student Data Privacy Act. 
 
The Act does not limit districts, schools, and teachers’ ability to access programs such as 
XtraMath.  The law only imposes requirements on “operators”, not school personnel. 
Additionally, the Act requires districts and schools to include certain terms when they contract 
for online services.  XtraMath does not contract with districts and schools as its skill-building 
website is free and available to the general public.  Districts, schools, and teachers’ ability to 
use XtraMath is unchanged by the Act. 

 

 

 
 
 

 



Delaware 
 
XtraMath complies with the Delaware Student Privacy Protection Act. 
 
In 2015, Delaware enacted the Student Data Privacy Protection Act (“SDPPA”) now codified at 
Decl. Code. Ann. Tit. 8101A-8106A.  SDPPA prohibits certain operators of education-related 
websites from targeting advertising to students, creating a user profile for anything other than 
school purposes, selling student information or disclosing student personally identifiable 
information.  SDPPA requires these operators to maintain reasonable security measures and 
delete student information when asked by the school.  Operators may, however, disclose 
student data entered in the site in furtherance of school purposes and use this information for 
adaptive learning purposes.  
 
Delaware’s law does not apply to XtraMath because it is not used primarily or marketed and 
designed for school purposes.  While K-12 teachers are frequent users of XtraMath, the 
XtraMath skill-building program is freely available to anyone with access to the Internet. 
General audience Internet websites and services explicitly are not included in SDPPA.  
 
In any event, XtraMath substantially complies with SDDPA because it only uses student 
information for adaptive learning and instructional purposes, maintains reasonable security 
measures, and allows teachers and parents to easily delete student data.  And XtraMath never 
sells student information and does not target advertising to students.  
 
Delaware districts, schools, and teachers may use XtraMath in compliance with the 
Delaware Student Privacy Protection Act. 
 
SDDPA does not prevent Delaware districts, schools and teachers from using XtraMath. 
SDDPA also expressly allows teachers and school administrative units to recommend 
educational products if the administrative unit or the State determines that the product will 
benefit the student and receives no compensation for making recommendations.  XtraMath is 
not a paid product and does not solicit recommendations, much less pay for them.  Instead, 
XtraMath is available for teachers to use with students for free.  

 
 

 

 
 

 



Florida 
 
XtraMath complies with Florida’s laws on student education records. 
 
In 2014, Florida passed an “Act Relating to Education Data Privacy” (the “Act”) that restricted 
schools from collecting biometric and certain other kinds of data.  The Act did not change 
Florida’s use of the federal Family Educational Rights and Privacy Act (“FERPA”) to set out the 
rights of students and parents in education records.  See  Fla. Stat. § 1002.22(2).  FERPA 
restricts schools from sharing most “personally identifiable information” (“PII”) but allows districts 
to designate certain PII as “directory information”, including name, address, and grade level. 
Directory information can be released publicly.  XtraMath complies with Florida law because the 
only information provided regarding a child is the first name, grade, and – when the teacher is 
the one enrolling the student – the teacher’s name and email.  To the extent this basic, 
non-sensitive information is PII, it generally is directory information allowed to be shared under 
federal and Florida law.  XtraMath complies with Florida law because it complies with FERPA. 
 
Florida districts, schools and teachers may use XtraMath in compliance with Florida’s 
laws on student education records.  
 
Florida districts, schools and teachers may use XtraMath because any information from 
students is directory information allowed to be shared under FERPA and Florida law after 
proper disclosure by the school.  The 2014 Act Relating to Education Data Privacy simply 
clarified that disclosure must occur annually in Florida, consistent with FERPA.  See  Fla. Stat. § 
1002.22(e).  To the extent the “directory information” exception may not apply due to local policy 
or a family “opting out”, the teacher must confirm that the child’s parent has provided informed 
consent in compliance with Florida law prior to creating an account for a student.  

  

  
 
 
 
 
 
 
 

 



Georgia 
 
XtraMath complies with Georgia’s Student Data Privacy, Accessibility, and Transparency 
Act. 
 
In 2015, Georgia enacted the Student Data Privacy, Accessibility, and Transparency Act (the 
“Act”).  The Act prohibits specific online operators from engaging in certain activities absent 
consent, such as behaviorally targeted advertising, amassing a profile of a student except in 
furtherance of K-12 school purposes, selling student data, and disclosing student personally 
identifiable information (“PII”). XtraMath does not engage in any of these activities. Further, 
under the Act an online operator must maintain reasonable security procedures and practices, 
which XtraMath does. And Georgia's law explicitly allows student data to be used for adaptive 
learning purposes — that is, so a student can consistently build skills based on what they know 
and what they need to learn.  

In any event, the Act may not apply to XtraMath because it offers a generally available 
skill-building website instead of operating a service designed and marketed for school purposes. 
While K-12 teachers are frequent users of XtraMath, the XtraMath skill-building program is freely 
available to anyone with access to the Internet.  General audience Internet websites and 
services explicitly are not included in Georgia’s law. 

 
Georgia districts, schools, and teachers may use XtraMath in compliance with Georgia’s 
Student Data Privacy, Accessibility, and Transparency Act. 
 

Georgia’s student data privacy law does not limit districts, schools, and teachers’ ability to 
access programs such as XtraMath. In fact, it recognizes that such programs are often used for 
K-12 school purposes. The law does not restrict this practice. Rather, it imposes requirements 
on the operators of online services, provides direction to the Georgia Department of Education 
and provides parents with certain rights. Districts, schools, and teachers’ ability to use XtraMath 
is unchanged. 

 

  

 



Hawaii 
XtraMath complies with Hawaii’s Student Online Personal Information Protection law. 
  
In 2016, Hawaii enacted an “Act Relating to Student Data Management” that created a new 
statutory chapter on Student Online Personal Information Protection, to be codified at Haw. 
Code. R. § 302A (“SOPIP”).  SOPIP prohibits certain operators of education-related websites 
from targeting advertising to students, creating a user profile for anything other than school 
purposes, selling student information or disclosing student personally identifiable information 
(“PII”).  SOPIP also requires these operators to maintain reasonable security measures and 
delete student information when asked by the school.  Operators may, however, disclose 
personally identifiable information entered in the site in furtherance of school purposes and use 
this information for adaptive learning purposes.   XtraMath complies with SOPIP because it only 
uses student information for adaptive learning and instructional purposes, maintains reasonable 
security measures, and allows teachers and parents to easily delete student data.  And 
XtraMath never sells student information and does not target advertising to students.  

In any event, Hawaii’s student data privacy law may not apply to XtraMath because it offers a 
generally available skill-building website instead of operating a service designed and marketed 
for school purposes.  While K-12 teachers are frequent users of XtraMath, the XtraMath 
skill-building program is freely available to anyone with access to the Internet.  General 
audience Internet websites and services explicitly are not included under SOPIP.  
 
Hawaii districts, schools, and teachers may use XtraMath in compliance with Hawaii’s 
Student Online Personal Information Protection law. 
 
The Hawaii’s SOPIP law does not specifically limit districts, schools, and teachers’ ability to use 
generally available skill-building programs such as XtraMath.  The law only imposes 
requirements on “operators”, not school personnel.  Districts, schools, and teachers’ ability to 
use XtraMath is not changed by SOPIP. 

Further Hawaii’s Administrative Rule 8-34-14(g) follows the federal privacy law, FERPA, by 
defining certain types of non-sensitive information as “directory information” which may be 
shared after proper disclosure from the school.  If a teacher signs up a child for XtraMath, the 
information regarding the student would only include first name, grade, and—because the 
teacher is the one enrolling the student—the teacher’s name as well.  XtraMath also determines 
the city in which an account is created to provide users relevant information and updates for 
their locality.  (XtraMath does not track the movements or current location of users through 
mobile geolocation.)  The above information commonly is regarded as “directory information” 
which may be shared even if it is personally identifiable information.  Teachers and schools may 
use XtraMath consistent with FERPA and Hawaii law.  

 



To the extent the “directory information” exception may not apply due to local policy or a family 
“opting out”, the teacher must confirm that the child’s parent has provided informed consent 
prior to creating an account for a student.  Further, if a parent enrolls their child, then the child's 
information is voluntarily shared by the parent.  Neither Hawaii law nor FERPA apply to this 
voluntary sharing of information.   

  

 
 
 

 

 

 

 

 

 

 

 

 
 
 
 

 



Idaho 
XtraMath complies with Idaho law. 
  
Idaho law does not impose specific requirements on entities such as XtraMath that provide a 
generally available skill building program used by teachers and students.  In 2014, Idaho 
enacted a law on the use and limitations on student data that requires the state board of 
education to comply with the federal privacy law, FERPA.  Idaho Code § 33-133(3)(b).  FERPA 
therefore controls and XtraMath may be used because it complies with FERPA. 
 
Idaho districts, schools, and teachers may use XtraMath. 
  
Under FERPA and Idaho law, Idaho schools may share basic, non-sensitive information about 
students as “directory information” after proper disclosure by the school.  If a teacher signs up a 
child for XtraMath, the information regarding the student would only include first name, grade, 
and—because the teacher is the one enrolling the student—the teacher’s name as well. 
XtraMath also determines the city in which an account is created to provide users relevant 
information and updates for their locality.  (XtraMath does not track the movements or current 
location of users through mobile geolocation.)  The above information commonly is regarded as 
“directory information” which may be shared even if it is personally identifiable information. 
Teachers and schools may use XtraMath consistent with FERPA and Idaho law.  
  
To the extent the “directory information” exception may not apply due to local policy or a family 
“opting out”, the teacher must confirm that the child’s parent has provided informed consent 
prior to creating an account for a student.  Further, if a parent enrolls their child, then the child's 
information is voluntarily shared by the parent.  Neither Idaho law nor FERPA apply to this 
voluntary sharing of information.  

 

  

 



Illinois 
 
XtraMath complies with Illinois’s Student Record Act. 
 
Illinois student data privacy protections are contained within the state’s Student Record Act, 105 
Ill. Comp. Stat. Act 10, and its implementing regulations.  Illinois law is consistent with the 
federal privacy law, FERPA, and restricts schools from releasing most information and records 
that may allow a student to be “individually identified”.  Districts may, however, designate as 
“directory information” basic student information such name, address, and grade level.  105 Ill. 
Comp. Stat. 10/2(d), 10/6(e); Ill Admin. Code tit 23, § 375.80 (2012).  XtraMath complies with 
Illinois law because the basic information requested by XtraMath (student first name, grade level 
and, when entered by the teacher, teacher e-mail address) is generally considered directory 
information that is not protected personally identifiable information (“PII”).  
 
Illinois districts, schools and teachers may use XtraMath in compliance with Illinois’s 
Student Record Act. 
 
Illinois districts, schools and teachers may use XtraMath because any information from students 
is directory information allowed to be shared under FERPA and Illinois law after proper 
disclosure by the school.  To the extent the “directory information” exception may not apply due 
to local policy or a family “opting out”, the teacher must confirm that the child’s parent has 
provided informed consent in compliance with Illinois law prior to creating an account for a 
student.  
 

 

  

 

https://cdn0.xtramath.org/docs/en/student-data-privacy.pdf#page=3


Indiana 
XtraMath is in compliance with Indiana law. 
 
Indiana law does not impose specific requirements on entities such as XtraMath that provide a 
generally available skill building program used by teachers and students.  The federal privacy 
law, FERPA, therefore controls and XtraMath may be used because it complies with FERPA. 
 
Indiana districts, schools and teachers may use XtraMath. 
 
Consistent with FERPA, Indiana recognizes that schools may share basic, non-sensitive 
information about students as “directory information” after proper disclosure by the school.  See 
Public Access Counselor Factsheet: Public Access to School Records (July 2015); Department 
of Education Student Assistance: Legal and Ethical (linking to FERPA as controlling law on 
Students Records & Privacy of Student Information).   If a teacher signs up a child for XtraMath, 
the information regarding the student would only include first name, grade, and—because the 
teacher is the one enrolling the student—the teacher’s name as well.  XtraMath also determines 
the city in which an account is created to provide users relevant information and updates for 
their locality.  (XtraMath does not track the movements or current location of users through 
mobile geolocation.)  The above information commonly is regarded as “directory information” 
which may be shared even if it is personally identifiable information.  Teachers and schools may 
use XtraMath consistent with FERPA and Indiana law.  
 
To the extent the “directory information” exception may not apply due to local policy or a family 
“opting out”, the teacher must confirm that the child’s parent has provided informed consent 
prior to creating an account for a student.  Further, if a parent enrolls their child, then the child's 
information is voluntarily shared by the parent.  Neither Indiana law nor FERPA apply to this 
voluntary sharing of information.  

  

 

http://www.in.gov/pac/files/Public_access_to_school_records.pdf
http://www.in.gov/pac/files/Public_access_to_school_records.pdf
http://www.doe.in.gov/student-services/student-assistance/legal-and-ethical
http://www.doe.in.gov/student-services/student-assistance/legal-and-ethical


Iowa 
 
XtraMath is in compliance with Iowa law. 
 
Iowa law does not impose specific requirements on entities such as XtraMath that provide a 
generally available skill building program used by teachers and students.  While Iowa’s Open 
Records Act treats certain information in student records as confidential and exempt from the 
state’s public disclosure duty, this law does not supersede the federal privacy law, FERPA.  See 
Iowa Code Ann. §§ 22.7, .9.  Iowa’s Supreme Court has made clear that FERPA applies to 
student information.  See  Press-Citizen Co., Inc. v. Univ. of Iowa , 817 N.W.2d 480, 487–88 
(Iowa 2012).  Similarly, Iowa’s Department of Education acknowledges that FERPA governs 
sharing of student information in the state, including the “directory information” exception 
discussed below.   XtraMath may be used because it complies with FERPA. 
  
Iowa districts, schools and teachers may use XtraMath. 
 
Because Iowa law is consistent with FERPA, schools may share basic, non-sensitive 
information about students as “directory information” after proper disclosure by the school.  If a 
teacher signs up a child for XtraMath, the information regarding the student would only include 
first name, grade, and—because the teacher is the one enrolling the student—the teacher’s 
name as well.  XtraMath also determines the city in which an account is created to provide 
users relevant information and updates for their locality.  (XtraMath does not track the 
movements or current location of users through mobile geolocation.)  The above information 
commonly is regarded as “directory information” which may be shared even if it is personally 
identifiable information.  Teachers and schools may use XtraMath consistent with FERPA and 
Iowa law.  
 
To the extent the “directory information” exception may not apply due to local policy or a family 
“opting out”, the teacher must confirm that the child’s parent has provided informed consent 
prior to creating an account for a student.  Further, if a parent enrolls their child, then the child's 
information is voluntarily shared by the parent.  Neither FERPA nor Iowa law applies to this 
voluntary sharing of information.  
 

 

  

 

https://www.educateiowa.gov/resources/laws-and-regulations/legal-lessons/ferpa-guidance-school-resource-officers-march-2016
https://www.educateiowa.gov/resources/laws-and-regulations/legal-lessons/ferpa-guidance-school-resource-officers-march-2016
https://www.educateiowa.gov/resources/laws-and-regulations/legal-lessons/ferpa-guidance-school-resource-officers-march-2016
https://www.educateiowa.gov/resources/laws-and-regulations/legal-lessons/ferpa-guidance-school-resource-officers-march-2016


Kansas 
 
XtraMath is in compliance with Kansas’s Student Online Personal Protection Act. 
 
In 2014, Kansas enacted the Student Online Personal Protection Act (“SOPPA”), now codified 
at Kans. Stat. Ann. §§ 72-6224 to 72-6227.  SOPPA prohibits certain operators of 
education-related websites from targeting advertising to students, creating a user profile for 
anything other than educational purposes, or selling student information.  SOPPA also requires 
these operators to maintain reasonable security measures and delete student information when 
asked by the school.  Operators may, however, use data entered in the site for school or 
adaptive learning purposes.  
 
XtraMath is in compliance with SOPPA.  XtraMath only uses student information for adaptive 
learning and instructional purposes, maintains reasonable security measures, and allows 
teachers and parents to easily delete student data.  XtraMath never sells student information 
and does not target advertising to students.  
 
In any event, SOPPA may not apply to XtraMath because it offers a generally available 
skill-building website instead of operating a service designed, marketed and primarily used for 
school purposes.  While public school teachers are frequent users of XtraMath, the XtraMath 
skill-building program is freely available to anyone with access to the Internet.  General 
audience Internet websites and services explicitly are not included in SOPPA.  
  
Kansas districts, schools and teachers may use XtraMath in compliance with Kansas’s 
Student Online Personal Protection Act. 
 
SOPPA does not limit districts, schools, and teachers’ ability to access programs such as 
XtraMath.  The law only imposes requirements on “operators”, not school personnel.  Districts, 
schools, and teachers’ ability to use XtraMath is unchanged by SOPPA. 

 

  

 



Kentucky 
 
XtraMath is in compliance with Kentucky law. 
 
Kentucky law does not impose specific requirements on entities such as XtraMath that provide a 
generally available skill building program used by teachers and students.  
 
In 2013, Kentucky enacted the Kentucky Family Education Rights and Privacy Act (“KFERPA”), 
now codified at Ky. Rev. Stat. § 160.700 et seq.  Like the federal Family Educational Rights and 
Privacy Act (“FERPA”), Kentucky allows schools to share student “directory information”.  Ky. 
Rev. Stat. 160.725(1).  KFERPA does not impose any requirements on non-profit organizations 
that receive directory information. 
 
Kentucky also enacted a general statute relating to personal information security in 2014, now 
codified at Ky. Rev. Stat. § 365.734.  This statute prohibits “cloud computing service providers” 
from processing student data for any use other than cloud computing, without express 
permission from a student’s parents.  The statute also prohibits cloud computing services from 
using student data to advertise, selling student data or using student data for any other 
commercial purpose.  XtraMath is not a cloud computing service under the law because it is not 
marketed and designed to provide educational institutions online computing services.  Instead, 
XtraMath provides an online skill-building program to anyone with access to the Internet. 
Regardless, XtraMath never advertises, sells or makes commercial use of any student data.  
 
XtraMath complies with Kentucky law.  
 
Kentucky districts, schools and teachers may use XtraMath in compliance with Kentucky 
law. 
 
Kentucky’s KFERPA allows schools to share basic, non-sensitive information about students as 
“directory information” after proper disclosure by the school.  If a teacher signs up a child for 
XtraMath, the information regarding the student would only include first name, grade, 
and—because the teacher is the one enrolling the student—the teacher’s name as well. 
XtraMath also determines the city in which an account is created to provide users relevant 
information and updates for their locality.  (XtraMath does not track the movements or current 
location of users through mobile geolocation.)  The above information commonly is regarded as 
“directory information” which may be shared as directory information.  
To the extent the “directory information” exception may not apply due to local policy or a family 
“opting out”, the teacher must confirm that the child’s parent has provided informed consent 
prior to creating an account for a student.  Further, if a parent enrolls their child, then the child's 
information is voluntarily shared by the parent.  Neither FERPA nor Kentucky law applies to this 
voluntary sharing of information.  

 



 

  

 



Louisiana 
 
XtraMath complies with Louisiana’s Act No. 837. 
 
In 2014, Louisiana enacted a law related to student information in Act No. 837. The law broadly 
restricts use and sharing of student personally identifiable information (“PII”). As stated above, 
XtraMath does not collect protected PII in general. Further, Act No. 837 applies to state and 
local education authorities. It does not restrict private nonprofits that provide generally available 
skill-building resources such as XtraMath.  

Louisiana districts, schools, and teachers may use XtraMath in compliance with 
Louisiana’s Act No. 837. 
 
Act No. 837 does not specifically limit districts, schools, and teachers’ ability to use generally 
available skill-building programs such as XtraMath. Rather, it limits the conditions under which 
they may share PII. Because XtraMath does not request protected PII it does not trigger Act No. 
837’s restrictions. Further, even if such PII was involved, Act No. 837 provides that parents may 
consent to sharing of PII and local school boards can implement policies that allow sharing of 
PII. If a local school board does not have a policy in place, then teachers should obtain parental 
consent before using XtraMath . Alternatively, teachers can use aliases for student names, for 
example, “Student A”, “Student B”, etc.  Thus, the real names of students are not revealed to 
XtraMath, no student data is provided, and Act No. 837 does not apply. 

 

  

 



Maine 
 
XtraMath complies with the Maine Student Information Protection Act. 
 
In 2015, Maine enacted the Student Information Protection Act (“SIPA”), now codified at Maine 
Rev. Stat. Tit. 20-A, §§ 951-953.  SIPA prohibits certain operators of education-related websites 
from targeting advertising to students, creating a user profile for anything other than school 
purposes, selling student information or disclosing student personally identifiable information. 
SIPA also requires these operators to maintain reasonable security measures and delete 
student information when asked by the school.  Operators may, however, disclose personally 
identifiable information entered in the site in furtherance of school purposes and use this 
information for adaptive learning purposes.  
 
XtraMath complies with SIPA because it only uses student information for adaptive learning and 
instructional purposes, maintains reasonable security measures, and allows teachers and 
parents to easily delete student data.  And XtraMath never sells student information and does 
not target advertising to students.  Further, the basic information requested by XtraMath 
(student first name, grade level and, when entered by the teacher, teacher e-mail address) is 
not protected personally identifiable information (“PII”) under SIPA because this type of 
non-sensitive information is generally considered directory information.  
 
In any event, SIPA may not apply to XtraMath because it offers a generally available 
skill-building website instead of operating a service designed and marketed for school purposes. 
While K-12 teachers are frequent users of XtraMath, the XtraMath skill-building program is freely 
available to anyone with access to the Internet.  General audience Internet websites and 
services explicitly are not included under SIPA.  
 
Maine districts, schools, and teachers may use XtraMath in compliance with the Maine 
Student Information Protection Act. 
 
SIPA does not prevent Maine districts, schools and teachers from using XtraMath.  The law 
applies only to operators.  Moreover, SIPA expressly allows teachers and school administrative 
units to recommend educational products if the administrative unit or the State determines that 
the product will benefit the student and receives no compensation for making recommendations. 
XtraMath is not a paid product and does not solicit recommendations, much less pay for them. 
Instead, XtraMath is available for teachers, parents and students to use freely as a skill-building 
resource.  
  
 
 

 



Maryland 
 
XtraMath complies with Maryland’s Student Data Privacy Act of 2015. 
 
In 2015, Maryland enacted the Student Data Privacy Act (“SDPA”), now codified at MD. Code 
Ann. Educ. § 4-131.  The SDPA applies only to specifically defined “operators” that provide 
online services under a contract with a public school.  The SDPA requires these operators to 
protect information from unauthorized access, maintain reasonable security procedures, and 
delete certain information when requested by a school.  The SDPA also prohibits operators from 
targeting advertising using student personal information, making a student profile except for 
school purposes, or selling or disclosing student information.  
 
XtraMath complies with the SDPA because it does not conduct any of the activities prohibited by 
Maryland’s law (such as selling student data or targeting advertising to students), allows 
teachers and parents to easily delete student data, and maintains reasonable security 
procedures and practices.  
 
In any event, the SDPA does not apply to XtraMath because it is not an operator.  XtraMath 
does not contract with schools.  While public school teachers are frequent users of XtraMath, 
the XtraMath skill-building program is freely available to anyone with access to the Internet.  
 
Maryland districts, schools, and teachers may use XtraMath in compliance with 
Maryland’s Student Data Privacy Act of 2015. 
 
The SDPA does not limit districts, schools, and teachers’ ability to access programs such as 
XtraMath.  The law only imposes requirements on “operators”, not school personnel.  Districts, 
schools, and teachers’ ability to use XtraMath is unchanged by the SDPA. 

 

  

 



Massachusetts 
  
XtraMath complies with Massachusetts law. 
  
Massachusetts law does not impose specific requirements on entities such as XtraMath that 
provide a generally available skill building program used by teachers and students.  The federal 
privacy law, FERPA, therefore controls and XtraMath may be used because it complies with 
FERPA and similar Massachusetts law (as described below). 

Massachusetts districts, schools and teachers may use XtraMath. 
 
Consistent with FERPA, Massachusetts regulations allow schools to share basic, non-sensitive 
information about students as “directory information” after proper disclosure by the school.  603 
Mass. Code Regs. 23.07(4)(a).  If a teacher signs up a child for XtraMath, the information 
regarding the student would only include first name, grade, and—because the teacher is the 
one enrolling the student—the teacher’s name as well.  XtraMath also determines the city in 
which an account is created to provide users relevant information and updates for their locality. 
(XtraMath does not track the movements or current location of users through mobile 
geolocation.)  The above information commonly is regarded as “directory information” which 
may be shared even if it is personally identifiable information.  Teachers and schools may use 
XtraMath consistent with FERPA and Massachusetts law.  

To the extent the “directory information” exception may not apply due to local policy or a family 
“opting out”, the teacher must confirm that the child’s parent has provided informed consent 
prior to creating an account for a student.  Further, if a parent enrolls their child, then the child's 
information is voluntarily shared by the parent.  Neither Massachusetts law nor FERPA apply to 
this voluntary sharing of information.  

  

  

 



Michigan 
  
XtraMath complies with Michigan law. 
  
Michigan law does not impose specific requirements on entities such as XtraMath that provide a 
generally available skill building program used by teachers and students.  The federal privacy 
law, FERPA, therefore controls and XtraMath may be used because it complies with FERPA. 

Michigan districts, schools and teachers may use XtraMath. 
 
Michigan’s Department of Education recognizes that districts, schools and teachers may share 
basic, non-sensitive information about students as “directory information” after proper disclosure 
by the school.  See  MDE Recommends: Parental Rights (November 2011).   If a teacher signs 
up a child for XtraMath, the information regarding the student would only include first name, 
grade, and—because the teacher is the one enrolling the student—the teacher’s name as well. 
XtraMath also determines the city in which an account is created to provide users relevant 
information and updates for their locality.  (XtraMath does not track the movements or current 
location of users through mobile geolocation.)  The above information commonly is regarded as 
“directory information” which may be shared even if it is personally identifiable information. 
Teachers and schools may use XtraMath consistent with FERPA. 

To the extent the “directory information” exception may not apply due to local policy or a family 
“opting out”, the teacher must confirm that the child’s parent has provided informed consent 
prior to creating an account for a student.  Further, if a parent enrolls their child, then the child's 
information is voluntarily shared by the parent.  Neither FERPA nor Michigan law apply to this 
voluntary sharing of information. 

 

  

 

https://www.michigan.gov/documents/parental_rights_122553_7.pdf


Minnesota 
XtraMath is in compliance with Minnesota law. 
 
Minnesota does not have a specific statute containing student data privacy protections that 
differ from those provided by the federal Family Educational Rights and Privacy Act (“FERPA”). 
In fact, Minnesota statutes recognize as public data information that is designated as “directory 
information” under FERPA.  Minn. Stat. § 13.32 subd. 5.  XtraMath therefore complies with 
Minnesota law because it complies with FERPA. 
 
Minnesota districts, schools and teachers may use XtraMath in compliance with 
Minnesota law. 
 
Because Minnesota applies FERPA to student data, schools may share basic, non-sensitive 
information about students as “directory information” after proper disclosure by the school.  If a 
teacher signs up a child for XtraMath, the information regarding the student would only include 
first name, grade, and—because the teacher is the one enrolling the student—the teacher’s 
name as well.  XtraMath also determines the city in which an account is created to provide 
users relevant information and updates for their locality.  (XtraMath does not track the 
movements or current location of users through mobile geolocation.)  The above information 
commonly is regarded as “directory information” which may be shared even if it is personally 
identifiable information.  Teachers and schools may use XtraMath consistent with FERPA and 
Minnesota law. 
To the extent the “directory information” exception may not apply due to local policy or a family 
“opting out”, the teacher must confirm that the child’s parent has provided informed consent 
prior to creating an account for a student.  Further, if a parent enrolls their child, then the child's 
information is voluntarily shared by the parent.  Neither FERPA nor Minnesota law applies to 
this voluntary sharing of information.  
  

  

  

  
 
 
 

 



Mississippi 
XtraMath is in compliance with Mississippi law. 
 
Mississippi law does not impose specific requirements on entities such as XtraMath that provide 
a generally available skill building program used by teachers and students.  Instead, 
Mississippi’s Department of Education generally recognizes that the federal privacy law, 
FERPA, controls and specifically follows the “directory information” exception to FERPA 
confidentiality requirements discussed below.  See  FERPA and Education Records 
Presentation.  XtraMath therefore complies with Mississippi law because it complies with 
FERPA. 
 
Mississippi districts, schools and teachers may use XtraMath in compliance with 
Mississippi law. 
 
Because Mississippi student data privacy is governed by FERPA, schools may share basic, 
non-sensitive information about students as “directory information” after proper disclosure by the 
school.  If a teacher signs up a child for XtraMath, the information regarding the student would 
only include first name, grade, and—because the teacher is the one enrolling the student—the 
teacher’s name as well.  XtraMath also determines the city in which an account is created to 
provide users relevant information and updates for their locality.  (XtraMath does not track the 
movements or current location of users through mobile geolocation.)  The above information 
commonly is regarded as “directory information” which may be shared even if it is personally 
identifiable information.  Teachers and schools may use XtraMath consistent with FERPA and 
Mississippi law. 
 
To the extent the “directory information” exception may not apply due to local policy or a family 
“opting out”, the teacher must confirm that the child’s parent has provided informed consent 
prior to creating an account for a student.  Further, if a parent enrolls their child, then the child's 
information is voluntarily shared by the parent.  Neither FERPA nor Mississippi law applies to 
this voluntary sharing of information.  

 

 
 
 
 
 

 

http://www.mde.k12.ms.us/docs/msis/ferpa-presentation.pdf?sfvrsn=2
http://www.mde.k12.ms.us/docs/msis/ferpa-presentation.pdf?sfvrsn=2


Missouri 
XtraMath is in compliance with Missouri law. 
 
Missouri law does not impose specific requirements on entities such as XtraMath that provide a 
generally available skill building program used by teachers and students.  Instead, Missouri law 
generally recognizes that state education policies must comply with the federal privacy law, 
FERPA.  See  Mo. Code. § 161.096.1(2).  And Missouri’s Department of Elementary & 
Secondary Education advises schools to follow FERPA.  See  Data Sharing, Access, and 
Privacy.  XtraMath therefore complies with Missouri law because it complies with FERPA. 
 
Missouri districts, schools and teachers may use XtraMath in compliance with Missouri 
law. 
 
Because Missouri student data privacy is governed by FERPA, schools may share basic, 
non-sensitive information about students as “directory information” after proper disclosure by the 
school.  If a teacher signs up a child for XtraMath, the information regarding the student would 
only include first name, grade, and—because the teacher is the one enrolling the student—the 
teacher’s name as well.  XtraMath also determines the city in which an account is created to 
provide users relevant information and updates for their locality.  (XtraMath does not track the 
movements or current location of users through mobile geolocation.)  The above information 
commonly is regarded as “directory information” which may be shared even if it is personally 
identifiable information.  Teachers and schools may use XtraMath consistent with FERPA and 
Missouri law. 
 
To the extent the “directory information” exception may not apply due to local policy or a family 
“opting out”, the teacher must confirm that the child’s parent has provided informed consent 
prior to creating an account for a student.  Further, if a parent enrolls their child, then the child's 
information is voluntarily shared by the parent.  Neither FERPA nor Missouri law applies to this 
voluntary sharing of information.  

 

  

 

https://dese.mo.gov/data-system-management/data-access-sharing-and-privacy
https://dese.mo.gov/data-system-management/data-access-sharing-and-privacy


Montana 
XtraMath is in compliance with Montana law. 
 
Montana law does not impose specific requirements on entities such as XtraMath that provide a 
generally available skill building program used by teachers and students.  Instead, Montana 
recognizes that the federal privacy law, FERPA, applies to education records in the state.  See 
generally  Mont Code. Ann. 20-7-104.  See also  Montana Accreditation Standards Appendix: 
Student Records: Family Educational Rights and Privacy Act; Accreditation Standards 
Appendix: Student Records Summary.  XtraMath therefore complies with Montana law because 
it complies with FERPA. 
 
Montana districts, schools and teachers may use XtraMath in compliance with Montana 
law. 
 
Because Montana student data privacy is governed by FERPA, schools may share basic, 
non-sensitive information about students as “directory information” after proper disclosure by the 
school.  If a teacher signs up a child for XtraMath, the information regarding the student would 
only include first name, grade, and—because the teacher is the one enrolling the student—the 
teacher’s name as well.  XtraMath also determines the city in which an account is created to 
provide users relevant information and updates for their locality.  (XtraMath does not track the 
movements or current location of users through mobile geolocation.)  The above information 
commonly is regarded as “directory information” which may be shared even if it is personally 
identifiable information.  Teachers and schools may use XtraMath consistent with FERPA and 
Montana law. 
 
To the extent the “directory information” exception may not apply due to local policy or a family 
“opting out”, the teacher must confirm that the child’s parent has provided informed consent 
prior to creating an account for a student.  Further, if a parent enrolls their child, then the child's 
information is voluntarily shared by the parent.  Neither FERPA nor Montana law applies to this 
voluntary sharing of information.  
 

 

 
 

 

http://opi.mt.gov/pdf/Accred/Ch55/AppendixI_StudentRecords.pdf
http://opi.mt.gov/pdf/Accred/Ch55/AppendixI_StudentRecords.pdf
http://www.opi.mt.gov/Pdf/Accred/Ch55/AppendixI_StudentRecordsSum.pdf
http://www.opi.mt.gov/Pdf/Accred/Ch55/AppendixI_StudentRecordsSum.pdf


Nebraska 
  
XtraMath complies with Nebraska law. 
  
Nebraska law does not impose specific requirements on entities such as XtraMath that provide 
a generally available skill building program used by teachers and students.   Instead, Nebraska 
recognizes that information can be shared when allowed by the federal privacy law, FERPA. 
Neb. Rev. St. § 79-2,104(3)(b).  XtraMath may be used because it complies with FERPA. 
 
Nebraska districts, schools and teachers may use XtraMath. 
  
Nebraska law allows schools to share basic, non-sensitive information about students as 
“directory information” after proper disclosure by the school.  See  Neb. Rev. St. § 
79-2,104(3)(b); Neb. Rev. St. § 84-712.05(1).   If a teacher signs up a child for XtraMath, the 
information regarding the student would only include first name, grade, and—because the 
teacher is the one enrolling the student—the teacher’s name as well.  XtraMath also determines 
the city in which an account is created to provide users relevant information and updates for 
their locality.  (XtraMath does not track the movements or current location of users through 
mobile geolocation.)  The above information commonly is regarded as “directory information”, 
which may be shared even if it is personally identifiable information.  Teachers and schools may 
use XtraMath consistent with FERPA and Nebraska law. 
 
To the extent the “directory information” exception may not apply due to local policy or a family 
“opting out”, the teacher must confirm that the child’s parent has provided informed consent 
prior to creating an account for a student.  Further, if a parent enrolls their child, then the child's 
information is voluntarily shared by the parent.  Neither Nebraska law nor FERPA apply to this 
voluntary sharing of information.  

 

  

 



Nevada 
 
XtraMath complies with Nevada’s Student Data Privacy Laws. 
 
In 2015, Nevada enacted Senate Bill No. 463 (“SB 463”), now codified at Nev. Rev. Stat. §§ 
388.281-.296.  SB 463 applies only to specifically defined “school service providers”, which are 
entities operating online services that collect or maintain “personally identifiable information” 
(PII), are “used primarily for educational purposes” and are “designed and marketed for use in 
public schools.”  SB 463 requires these school service providers to disclose in writing to 
teachers and school boards the types of PII collected and how they are used. School service 
providers also must describe a security plan to protect the PII.  The law prohibits school service 
providers from collecting, using or allowing access to student PII for any purpose other than 
those inherent in the use of a school service by a teacher in a classroom, unless a student or 
parent consents to other uses.  SB 463 further prohibits school service providers from selling 
student personal information or using the information to target advertising.  Finally, school 
service providers must delete information when requested by the school, and carry out a 
detailed plan for security of the data.  
 
SB 463 may not apply to XtraMath because it is not a school service provider.  XtraMath is 
designed for use by the general public.  While public school teachers are frequent users of 
XtraMath, the XtraMath skill-building program is freely available to anyone with access to the 
Internet.  Nevada’s law is clear that it does not apply to: “An Internet website, online service or 
mobile application that is designed or marketed for use by a general audience, even if the 
school service is also marketed to public schools.”  
 
Regardless, XtraMath substantially complies with SB 463.  XtraMath uses student information 
only with teacher authorization or parental/student consent, does not conduct any of the 
activities prohibited by the law (such as selling student data or targeting advertising), allows 
teachers and parents to easily delete student data, and follows a detailed plan for security 
procedures and practices.  
 
Nevada districts, schools, and teachers may use XtraMath in compliance with Nevada’s 
Student Data Privacy Laws. 
 
SB 463 does not limit districts, schools, and teachers’ ability to access programs such as 
XtraMath.  The law imposes requirements on “school service providers”.  The only requirement 
for school personnel is a general requirement that districts offer and teachers complete annual 
professional development regarding the use of school service providers and the security of data 
concerning pupils.  Districts, schools, and teachers’ ability to use XtraMath is unchanged by SB 
463. 
 

 



Nevada law also requires districts to follow the federal privacy law, FERPA, in disclosing student 
information.  See  Nev. Rev. Stat. § 392.029.  The use of XtraMath is permitted under FERPA.  If 
a teacher signs up a child, the information regarding the student would only include first name, 
grade, and—because the teacher is the one enrolling the student—the teacher’s name, email 
and city.  Sharing of this information is generally allowed under FERPA’s “directory information” 
exemption, which allows sharing of basic, nonsensitive information about students after proper 
disclosure by the school.  See  NAC 392.306, .355, 34 C.F.R. § 99.3.  To the extent the 
“directory information” exception may not apply due to a more restrictive Department of 
Education regulation, local policy or a family “opting out”, the teacher must confirm that the 
child’s parent has provided informed consent in compliance with FERPA prior to creating an 
account for a student.  
 
Nevada law imposes additional requirements on districts that enter contracts with third-party 
service providers.  While districts, schools, and teachers must carefully review this law to ensure 
compliance, it does not apply to the use of XtraMath by teachers because XtraMath does not 
contract with districts. 

 

  

 



New Hampshire 
 
XtraMath complies with the New Hampshire Act Establishing Privacy Protections for 
Student Online Personal Information. 
 
In 2015, New Hampshire enacted “An Act Establishing Privacy Protections for Student Online 
Personal Information”, now codified at N.H. Rev. Stat. § 189:68-a (the “Act”).  The Act prohibits 
certain operators of education-related websites from targeting advertising to students, using 
student information to amass a profile, selling student information, or disclosing protected 
information.  The Act also requires these operators to maintain reasonable security measures 
and delete student information when asked by the school.  
 
XtraMath is in compliance with New Hampshire law because it only uses student information for 
adaptive learning and instructional purposes, maintains reasonable security measures, and 
allows teachers and parents to easily delete student data.  XtraMath never sells student 
information and does not target advertising to students.  
 
In any event, the Act likely does not apply to XtraMath.  The Act applies to “operators”, which 
are entities operating online services “used primarily for K-12 purposes” and “designed and 
marketed for K-12 purposes.”  XtraMath is neither designed and marketed nor primarily used for 
school purposes.  While K-12 teachers are frequent users of XtraMath, the XtraMath 
skill-building program is freely available to anyone with access to the Internet.  General 
audience Internet websites and services explicitly are not included in the Act, even if they 
market products directly to parents.  
 
New Hampshire districts, schools, and teachers may use XtraMath in compliance with the 
New Hampshire Act Establishing Privacy Protections for Student Online Personal 
Information. 
 
The Act does not prevent New Hampshire districts, schools and teachers from using XtraMath. 
Instead, the Act imposes restrictions on certain operators of online services.  Districts, schools, 
and teachers’ ability to use XtraMath is unchanged by the Act.   

  

 



New Jersey 
 XtraMath complies with New Jersey law. 
 
New Jersey law does not impose specific requirements on entities such as XtraMath that 
provide a generally available skill building program used by teachers and students.  The federal 
privacy law, FERPA, therefore controls and XtraMath may be used because it complies with 
FERPA and similar New Jersey law (as described below). 
 
New Jersey districts, schools and teachers may use XtraMath. 
 

New Jersey regulations recognize that FERPA governs access to student records.  N.J. Admin. 
Code § 6A:32-7.5(g).  Consistent with FERPA, New Jersey regulations allow schools to share 
basic, non-sensitive information about students as “directory information” after proper disclosure 
by the school.  If a teacher signs up a child for XtraMath, the information regarding the student 
would only include first name, grade, and—because the teacher is the one enrolling the 
student—the teacher’s name as well.  XtraMath also determines the city in which an account is 
created to provide users relevant information and updates for their locality.  (XtraMath does not 
track the movements or current location of users through mobile geolocation.)  The above 
information commonly is regarded as “directory information” which may be shared even if it is 
personally identifiable information.  Teachers and schools may use XtraMath consistent with 
FERPA and New Jersey law.  

To the extent the “directory information” exception may not apply due to local policy or a family 
“opting out”, the teacher must confirm that the child’s parent has provided informed consent 
prior to creating an account for a student.  Further, if a parent enrolls their child, then the child’s 
information is voluntarily shared by the parent.  Neither New Jersey law nor FERPA apply to this 
voluntary sharing of information.  

 

  

 



New Mexico 

XtraMath complies with New Mexico law. 
  
New Mexico law does not impose specific requirements on entities such as XtraMath that 
provide a generally available skill building program used by teachers and students.   Instead, 
New Mexico recognizes that information can be shared when allowed by the federal privacy law, 
FERPA.  See  New Mexico Admin. Code § 6.29.1.9(E)(1).  XtraMath may be used because it 
complies with FERPA. 
 
New Mexico districts, schools and teachers may use XtraMath. 
  
Pursuant to FERPA, New Mexico allow schools to share basic, non-sensitive information about 
students as “directory information” after proper disclosure by the school.   If a teacher signs up a 
child for XtraMath, the information regarding the student would only include first name, grade, 
and—because the teacher is the one enrolling the student—the teacher’s name as well. 
XtraMath also determines the city in which an account is created to provide users relevant 
information and updates for their locality.  (XtraMath does not track the movements or current 
location of users through mobile geolocation.)  The above information commonly is regarded as 
“directory information” which may be shared even if it is personally identifiable information. 
Teachers and schools may use XtraMath consistent with FERPA and New Mexico law. 
 
To the extent the “directory information” exception may not apply due to local policy or a family 
“opting out”, the teacher must confirm that the child’s parent has provided informed consent 
prior to creating an account for a student.  Further, if a parent enrolls their child, then the child's 
information is voluntarily shared by the parent.  Neither New Mexico law nor FERPA apply to 
this voluntary sharing of information.  

 

 

 

 
 

 



New York 
 
XtraMath complies with New York’s Education Law § 2-d. 
 
In 2014, New York enacted a law related to student and teacher information. The relevant part 
of the law, codified as Education Law § 2-d, restricts the unauthorized release of student and 
teacher personally identifiable information (“PII”).  Education Law § 2-d incorporates FERPA’s 
definition of student PII.  Teacher PII is defined to mean information relating to annual 
professional performance reviews of classroom teachers.  The basic information requested by 
XtraMath (student first name, grade level and, when entered by the teacher, teacher e-mail 
address and city) is generally considered non-sensitive, directory information that is not 
protected PII.  And XtraMath does not collect any information related to teacher performance. 
Further, Education Law § 2-d applies to state and local education authorities. It does not restrict 
private nonprofits that provide generally available skill-building resources such as XtraMath.  

New York districts, schools, and teachers may use XtraMath in compliance with New 
York Education Law § 2-d. 
 
Education Law § 2-d does not specifically limit districts, schools, and teachers’ ability to use 
generally available skill-building programs such as XtraMath. Rather, it limits the conditions 
under which they may share PII. Because XtraMath does not request protected PII it does not 
trigger Education Law § 2-d’s restrictions. While the law requires certain terms if a nonprofit 
receives PII pursuant to a contract with a district or school to provide student services, XtraMath 
does not enter into such contracts.  

 



North Carolina 
XtraMath complies with the North Carolina Act to Protect Student Online Privacy. 
  
In 2016, North Carolina enacted a privacy protection law, “An Act to Protect Student Online 
Privacy” (the “Act”), now codified at N.C. Gen. Stat. Ann. § 115C-401.2.   The Act prohibits 
certain operators of education-related websites from targeting advertising to students, creating a 
user profile for anything other than school purposes, or selling student information.  The Act also 
requires these operators to maintain reasonable security measures and delete student 
information when asked by the school.  Operators may, however, use data entered in the site 
for school or adaptive learning purposes.  
  
XtraMath is in compliance with the Act.  XtraMath only uses student information for adaptive 
learning and instructional purposes, maintains reasonable security measures, and allows 
teachers and parents to easily delete student data.  XtraMath does not target advertising to 
students and never sells student information.  
  
In any event, the Act may not apply to XtraMath because it offers a generally available 
skill-building website instead of operating a service designed, marketed and primarily used for 
school purposes.  While public school teachers are frequent users of XtraMath, the XtraMath 
skill-building program is freely available to anyone with access to the Internet.  General 
audience Internet websites and services explicitly are not included in the Act.  
  
Further, North Carolina prohibits school contractors from selling student personally identifiable 
information without parental consent.  N.C. Gen. Stat. Ann. § 115C-401.1.  XtraMath neither 
contracts with districts, nor sells student data.  This statute does not apply.  
  
North Carolina districts, schools, and teachers may use XtraMath in compliance with the 
North Carolina Act to Protect Student Online Privacy. 
  
The Act does not limit districts, schools, and teachers’ ability to access programs such as 
XtraMath.  The law only imposes requirements on “operators”, not school personnel.  Districts, 
schools, and teachers’ ability to use XtraMath is unchanged by the Act.  
 
Consistent with FERPA, North Carolina law allow schools to share basic, non-sensitive 
information about students as “directory information” after proper disclosure by the school. See 
N.C. Gen. Stat. Ann. §§ 115C-402.15; 115C-401.1(e).   If a teacher signs up a child for 
XtraMath, the information regarding the student would only include first name, grade, 
and—because the teacher is the one enrolling the student—the teacher’s name as well. 
XtraMath also determines the city in which an account is created to provide users relevant 
information and updates for their locality.  (XtraMath does not track the movements or current 
location of users through mobile geolocation.)  The above information commonly is regarded as 

 



“directory information” which may be shared even if it is personally identifiable information. 
Teachers and schools may use XtraMath consistent with FERPA and North Carolina law. 
 
To the extent the “directory information” exception may not apply due to local policy or a family 
“opting out”, the teacher must confirm that the child’s parent has provided informed consent 
prior to creating an account for a student.  Further, if a parent enrolls their child, then the child's 
information is voluntarily shared by the parent.  Neither North Carolina law nor FERPA apply to 
this voluntary sharing of information.  

 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 



North Dakota 

XtraMath complies with North Dakota’s student data protection law. 
 
In 2015, North Dakota enacted Senate Bill No. 2326 (“SB 2326”), now codified at N.D. Century                
Code § 15.1-07-25.3. SB 2326 requires the board of each school district to adopt a policy that                 
both requires the permission of the board “before any student data is shared” with any entity                
and lists all entities with which student data is shared. SB 2326 imposes no obligations on                
private nonprofits that provide generally available skillbuilding resources such as XtraMath.  
  
North Dakota districts, schools, and teachers may use XtraMath in compliance with North 
Dakota’s student data protection law. 
 
SB 2326 does not define “student data” that must be subject to school board policies.  In 
general, the law does not alter the federal FERPA law, with which XtraMath complies.  But 
teachers should check with their local school board to see if it has adopted a policy that would 
alter the ability to provide directory information.  If so, school personnel must seek the school 
board’s permission before entering that data into XtraMath and list XtraMath as a recipient of 
that data.  Alternatively, a teacher can use aliases for student names, for example, “Student A”, 
“Student B”, etc.  Thus, the real names of students are not revealed to XtraMath, no student 
data is provided, and SB 2326 does not apply. 

 

  

 



Ohio 
XtraMath complies with Ohio law. 
  
Ohio law does not impose specific requirements on entities such as XtraMath that provide a 
generally available skill building program used by teachers and students.   Instead, Ohio 
recognizes that information can be shared when allowed by the federal privacy law, FERPA. 
Ohio Rev. Code Ann. § 3319.321(B)(2)(a).  Ohio’s Supreme Court also found that the 
legislature specifically adopted into state law the “directory information” exception to FERPA’s 
confidentiality requirements discussed below.  See State ex rel. Sch. Choice Ohio, Inc. v. 
Cincinnati Pub. Sch. Dist. , 2014-0749, ___ N.E. 3d ____,  2016 WL 3922896 (July 21, 2016). 
XtraMath may be used because it complies with FERPA. 
 
Ohio districts, schools and teachers may use XtraMath. 
  
Pursuant to FERPA, Ohio allows schools to share basic, non-sensitive information about 
students as “directory information” after proper disclosure by the school.  See  Ohio Rev. Code 
Ann. § 3319.321(B)(2)(a).  If a teacher signs up a child for XtraMath, the information regarding 
the student would only include first name, grade, and—because the teacher is the one enrolling 
the student—the teacher’s name as well.  XtraMath also determines the city in which an account 
is created to provide users relevant information and updates for their locality.  (XtraMath does 
not track the movements or current location of users through mobile geolocation.)  The above 
information commonly is regarded as “directory information” which may be shared even if it is 
personally identifiable information.  Teachers and schools may use XtraMath consistent with 
FERPA and Ohio law. 
 
To the extent the “directory information” exception may not apply due to local policy or a family 
“opting out”, the teacher must confirm that the child’s parent has provided informed consent 
prior to creating an account for a student.  Further, if a parent enrolls their child, then the child's 
information is voluntarily shared by the parent.  Neither Ohio law nor FERPA apply to this 
voluntary sharing of information.  
 
 
 

 
 
 
 
  

 



Oklahoma 
XtraMath complies with Oklahoma law. 
  
Oklahoma law does not impose specific requirements on entities such as XtraMath that provide 
a generally available skill building program used by teachers and students.   Instead, Oklahoma 
recognizes that “directory information” can be shared.  See  Okla. Stat. tit. 51, § 24A.16.  As 
described below, the only information requested by XtraMath is directory information.  Further, 
Oklahoma recognizes that the federal privacy law, FERPA, applies to student data kept by 
Oklahoma schools.  See   Data Privacy and Security; Oklahoma Attorney General Opinion 
85-167.  XtraMath may be used because it complies with FERPA. 
 
Oklahoma districts, schools and teachers may use XtraMath. 
  
Pursuant to FERPA, Oklahoma allows schools to share basic, non-sensitive information about 
students as “directory information” after proper disclosure by the school.  If a teacher signs up a 
child for XtraMath, the information regarding the student would only include first name, grade, 
and—because the teacher is the one enrolling the student—the teacher’s name as well. 
XtraMath also determines the city in which an account is created to provide users relevant 
information and updates for their locality.  (XtraMath does not track the movements or current 
location of users through mobile geolocation.)   The above information commonly is regarded as 
“directory information” which may be shared even if it is personally identifiable information.  
 
Teachers and schools may use XtraMath consistent with FERPA and Oklahoma law. 
To the extent the “directory information” exception may not apply due to local policy or a family 
“opting out”, the teacher must confirm that the child’s parent has provided informed consent 
prior to creating an account for a student.  Further, if a parent enrolls their child, then the child's 
information is voluntarily shared by the parent.  Neither Oklahoma law nor FERPA apply to this 
voluntary sharing of information. 
 

 

 
 

 

http://sde.ok.gov/sde/data-privacy-and-security
http://sde.ok.gov/sde/data-privacy-and-security
http://www.oscn.net/applications/oscn/DeliverDocument.asp?CiteID=61378
http://www.oscn.net/applications/oscn/DeliverDocument.asp?CiteID=61378


 

Oregon 
XtraMath complies with the Oregon Student Information Protection Act. 
 
In 2015, Oregon enacted the Oregon Student Information Protection Act (“OSIPA”).  OSIPA 
prohibits certain operators of education-related websites from selling student information, 
targeting advertising to students, or creating a user profile for anything other than school 
purposes.  OSIPA also requires these operators to maintain reasonable security measures and 
delete student information when asked by the school.  Operators may, however, use data 
entered in the site for school or adaptive learning purposes.  
 
XtraMath is in compliance with OSIPA.  XtraMath only uses student information for adaptive 
learning and instructional purposes, maintains reasonable security measures, and allows 
teachers and parents to easily delete student data.  XtraMath never sells student information 
and does not target advertising to students.  
 
In any event, OSIPA may not apply to XtraMath because it offers a generally available 
skill-building website instead of operating a service designed, marketed and primarily used for 
school purposes.  While public school teachers are frequent users of XtraMath, the XtraMath 
skill-building program is freely available to anyone with access to the Internet.  General 
audience Internet websites and services explicitly are not included in OSIPA.  
 
Oregon districts, schools, and teachers may use XtraMath in compliance with the Oregon 
Student Information Protection Act. 
 
OSIPA does not limit districts, schools, and teachers’ ability to access programs such as 
XtraMath.  The law only imposes requirements on “operators”, not school personnel.  Districts, 
schools, and teachers’ ability to use XtraMath is unchanged by OSIPA.  
 
Another recently enacted law, ORS 326.565, requires the State Board of Education to adopt 
new rules for the use, disclosure and access of student education records.  As of now, Oregon 
has not defined “education services” covered by the law or issued new regulations related to 
student education records.  Under existing rules, however, districts may disclose “directory 
information”, including a student’s name, date of birth, and most recent education institution 
attended.  OAR 581-021-0220, -02250.  This “directory information” exception is identical to the 
federal exception in FERPA.  The basic information requested by XtraMath (student first name, 
grade level and, when entered by the teacher, teacher e-mail address) is not protected PII 
because this type of non-sensitive information is generally considered directory information 
under FERPA.  To the extent the “directory information” exception may not apply due to future 

 



Board of Education regulations, local policy or a family “opting out”, the teacher must confirm 
that the child’s parent has provided informed consent in compliance with FERPA prior to 
creating an account for a student.  

 



Pennsylvania 
XtraMath complies with Pennsylvania law. 
  
Pennsylvania law does not impose specific requirements on entities such as XtraMath that 
provide a generally available skill building program used by teachers and students.   Instead, 
Pennsylvania recognizes that student information can be shared when allowed by the federal 
privacy law, FERPA.  See Sherry v. Radnor Twp. Sch. Dist. , 20 A.3d 515, 524 (Pa. Commw. Ct. 
2011); MacKnight v. Beaver Area Sch. Dist. , 30 Pa. D. & C.3d 463 (1982).  XtraMath may be 
used because it complies with FERPA. 
  
 
 
Pennsylvania districts, schools and teachers may use XtraMath. 
  
Pennsylvania does not impose a set student record confidentiality policy on school districts and 
schools.  Instead, school districts must adopt a plan for student records that conforms to state 
and federal laws and guidelines.  See  22 Pa. Code §§ 12.31-.32.  District policies conform to 
federal law if they follow FERPA.  Further, Pennsylvania courts have held that Pennsylvania 
schools may, pursuant to FERPA, share basic, non-sensitive information about students as 
“directory information”.  See  MacKnight v. Beaver Area Sch. Dist. , 30 Pa. D. & C.3d 463 (1982).  
 
If a teacher signs up a child for XtraMath, the information regarding the student would only 
include first name, grade, and—because the teacher is the one enrolling the student—the 
teacher’s name as well.  XtraMath also determines the city in which an account is created to 
provide users relevant information and updates for their locality.  (XtraMath does not track the 
movements or current location of users through mobile geolocation.)  The above information 
commonly is regarded as “directory information” which may be shared even if it is personally 
identifiable information.  Teachers and schools may use XtraMath consistent with FERPA and 
Pennsylvania law. 
 
To the extent the “directory information” exception may not apply due to local policy or a family 
“opting out”, the teacher must confirm that the child’s parent has provided informed consent 
prior to creating an account for a student.  Further, if a parent enrolls their child, then the child's 
information is voluntarily shared by the parent.  Neither Pennsylvania law nor FERPA apply to 
this voluntary sharing of information.  
 
 
 

 



Rhode Island 

  
XtraMath complies with Rhode Island law. 
  
Rhode Island prohibits entities that provide a cloud computing service to schools from 
processing student data for any commercial purpose, including advertising.  RI Gen L § 
16-104-1.  The law does not apply to XtraMath because it does not meet the law’s definition of a 
“cloud computing service”.  That is, XtraMath does not provide “a service that enables 
convenient on-demand network access to a shared pool of configurable computing resources to 
provide a student, teacher, or staff member account-based productivity applications such as 
email, document storage, and document editing….”  Instead, XtraMath is an online math skill 
building program.  Regardless, XtraMath complies with the law because it does not process 
student data for commercial purposes.  XtraMath complies with Rhode Island law.  

Rhode Island districts, schools and teachers may use XtraMath. 
 
Rhode Island allows for the release of student records when authorized by the federal privacy 
law, FERPA, and defines “records” in accordance with FERPA’s definition of “education 
records”.  R.I. Gen. Laws. §§ 16-71-3(a)(7), -6.  Under FERPA, schools may share basic, 
non-sensitive information about students as “directory information” after proper disclosure by the 
school.  If a teacher signs up a child for XtraMath, the information regarding the student would 
only include first name, grade, and—because the teacher is the one enrolling the student—the 
teacher’s name as well.  XtraMath also determines the city in which an account is created to 
provide users relevant information and updates for their locality.  (XtraMath does not track the 
movements or current location of users through mobile geolocation.)  The above information 
commonly is regarded as “directory information” which may be shared even if it is personally 
identifiable information.  Teachers and schools may use XtraMath consistent with FERPA and 
Rhode Island law.  

To the extent the “directory information” exception may not apply due to local policy or a family 
“opting out”, the teacher must confirm that the child’s parent has provided informed consent 
prior to creating an account for a student.  Further, if a parent enrolls their child, then the child's 
information is voluntarily shared by the parent.  Neither Rhode Island law nor FERPA apply to 
this voluntary sharing of information.  

 
 

 



South Carolina 
XtraMath complies with South Carolina law. 
  
South Carolina law does not impose specific requirements on entities such as XtraMath that 
provide a generally available skill building program used by teachers and students.  Instead, the 
state generally recognizes that the federal privacy law, FERPA, controls.  See  S.C. Code § 
59-1-490(B)(1) (state Department of Education must comply with FERPA for statewide data); 
“Family Educational Rights and Privacy Act (FERPA)” (state Department of Education webpage 
discussing FERPA’s applicability to South Carolina schools).  XtraMath may be used because it 
complies with FERPA. 

South Carolina districts, schools and teachers may use XtraMath. 
 
Consistent with FERPA, South Carolina schools may share basic, non-sensitive information 
about students as “directory information” after proper disclosure by the school.  If a teacher 
signs up a child for XtraMath, the information regarding the student would only include first 
name, grade, and—because the teacher is the one enrolling the student—the teacher’s name 
as well.  XtraMath also determines the city in which an account is created to provide users 
relevant information and updates for their locality.  (XtraMath does not track the movements or 
current location of users through mobile geolocation.)  The above information commonly is 
regarded as “directory information” which may be shared even if it is personally identifiable 
information.  Teachers and schools may use XtraMath consistent with FERPA and South 
Carolina law.  
 

South Carolina districts are required to adopt and comply with local student records governance 
policies that are monitored by the State Department of Education.  See  S.C. Code § 
59-1-490(G).  To the extent the “directory information” exception may not apply due to local 
policy or a family “opting out”, the teacher must confirm that the child’s parent has provided 
informed consent prior to creating an account for a student.  Further, if a parent enrolls their 
child, then the child's information is voluntarily shared by the parent.  Neither South Carolina 
regulations nor FERPA apply to this voluntary sharing of information.  

 

 

 

 

 

 

 

http://ed.sc.gov/policy/education-laws-legislation/family-educational-rights-and-privacy-act-ferpa/
http://ed.sc.gov/policy/education-laws-legislation/family-educational-rights-and-privacy-act-ferpa/


South Dakota  

 
XtraMath complies with South Dakota law. 
  
South Dakota law does not impose specific requirements on nonprofits such as XtraMath that 
provide a generally available skill building program used by teachers and students.  The federal 
privacy law, FERPA, therefore controls and XtraMath may be used because it complies with 
FERPA and similar South Dakota law (as described below). 

South Dakota districts, schools and teachers may use XtraMath. 
 

Like FERPA, South Dakota law generally treats personally identifiable information as 
confidential.  S.D. Codified Law § 13-3-51.4.  But South Dakota also follows FERPA in treating 
basic, non-sensitive information about students as “directory information” that may be shared 
after proper disclosure by the school.  S.D. Codified Law § 1-27-1.5(1); see also   South Dakota 
Department of Education FERPA Page.  If a teacher signs up a child for XtraMath, the 
information regarding the student would only include first name, grade, and—because the 
teacher is the one enrolling the student—the teacher’s name as well.  XtraMath also determines 
the city in which an account is created to provide users relevant information and updates for 
their locality.  (XtraMath does not track the movements or current location of users through 
mobile geolocation.)  The above information commonly is regarded as “directory information” 
which may be shared even if it is personally identifiable information.  Teachers and schools may 
use XtraMath consistent with FERPA and South Dakota law.  

To the extent the “directory information” exception may not apply due to local policy or a family 
“opting out”, the teacher must confirm that the child’s parent has provided informed consent 
prior to creating an account for a student.  Further, if a parent enrolls their child, then the child's 
information is voluntarily shared by the parent.  Neither South Dakota law nor FERPA apply to 
this voluntary sharing of information.  

  

 
 
 
 
 
 

 

http://doe.sd.gov/ofm/sims-ferpa.aspx
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Tennessee 
XtraMath complies with Tennessee’s Data Accessibility, Transparency and 
Accountability Act. 
 
In 2016, Tennessee amended its Data Accessibility, Transparency and Accountability Act (the 
“Act”), codified at Tenn. Code An. §§ 49-1-701 et seq .  The Act, as amended, prohibits specific 
online “operators” from engaging in certain activities, such as behaviorally targeted advertising, 
amassing a profile of a student except in furtherance of K-12 school purposes, selling student 
data, and disclosing student personally identifiable information (“PII”).   XtraMath does not 
engage in any of these activities.  Further, under the law an operator must maintain reasonable 
security procedures and practices, which XtraMath does.  Finally, operators must delete student 
data when requested by schools unless parents or students consent to keeping their information 
with the operator.  XtraMath allows data to be easily deleted by teachers or parents.  And the 
Act explicitly allows student data to be used for adaptive learning purposes — that is, so a 
student can consistently build skills based on what they know and what they need to learn.  
 
In any event, Tennessee’s law may not apply to XtraMath because it offers a generally available 
skill-building website instead of operating a service designed and marketed for school purposes. 
While K-12 teachers are frequent users of XtraMath, the XtraMath skill-building program is freely 
available to anyone with access to the Internet.  General audience Internet websites and 
services explicitly are not included in Tennessee’s law.  

Regardless of whether the Act applies to XtraMath, XtraMath complies with the law’s 
requirements.  

Tennessee districts, schools, and teachers may use XtraMath in compliance with 
Tennessee’s Student Online Personal Protection Act. 
  
Tennessee’s student data privacy law does not limit districts, schools, and teachers’ ability to 
access programs such as XtraMath. In fact, the Act recognizes that such programs are often 
used for K-12 school purposes.  Tennessee law does not restrict this practice.  Rather, the Act 
imposes requirements on the operators of online services, provides direction to the state board 
of education and provides parents with certain rights.  Districts, schools, and teachers’ ability to 
use XtraMath is unchanged. 

  

 

 



Texas 

XtraMath complies with Texas’s laws on student record confidentiality.  
 
In 2015, Texas passed “An Act Relating to the Confidentiality of Student Records” (the “Act”), 
now codified at Texas Government Code § 552.114.  Under the Act, student records are 
“confidential” but may be disclosed or provided if authorized by the federal Family Educational 
Rights and Privacy Act (“FERPA”) or other federal statute.  Similarly, Texas’s parental rights law 
allows schools to designate as “directory information” all information allowable under FERPA. 
Texas Government Code § 26.013.  XtraMath complies with Texas law because the only 
information provided regarding a child is the first name, grade, and – when the teacher is the 
one enrolling the student – the teacher’s name, email and city.  This basic information is not 
protected personally identifiable information (“PII”) because this type of non-sensitive 
information is generally considered directory information under FERPA.  Additionally, XtraMath 
treats all user information as confidential and has signed the Student Privacy Pledge. 
 
Texas districts, schools and teachers may use XtraMath in compliance with Texas’s laws 
on student record confidentiality. 
 
Texas districts, schools and teachers may use XtraMath because any information from students 
is directory information allowed to be shared under FERPA and Texas law after proper 
disclosure by the school.  To the extent the “directory information” exception may not apply due 
to local policy or a family “opting out”, the teacher must confirm that the child’s parent has 
provided informed consent in compliance with Texas law prior to creating an account for a 
student.  

 

  

 



Utah 

XtraMath complies with Utah’s Student Data Protection Act. 
 
In 2016, Utah enacted House Bill 358, the Student Data Protection Act (“SDPA”), now codified 
at Utah Code § 53A-1-1401 to -1411.  The SDPA imposes certain requirements on third-party 
contractors that provide services to a school or district pursuant to a contract.  In contrast, 
“external applications” are exempt from the law’s requirements.  As a generally available 
external application, XtraMath does not contract with schools or districts and does not require 
payment from education entities or teachers whose students use its program.  Because the 
SDPA does not apply to nonprofits that provide generally available skill-building resources over 
the Internet, XtraMath complies with the SDPA. 
 
Utah districts, schools, and teachers may use XtraMath in compliance with Utah’s 
Student Data Protection Act. 
 
The SDPA does not specifically limit districts, schools, and teacher’s ability to use generally 
available skill-building programs such as XtraMath.  Rather, beginning with the 2017-18 school 
year, the SDPA limits conditions under which personally identifiable information (“PII”) may be 
shared from a “cumulative record” that is centrally stored and intended to follow a student 
through the public education system.  Despite the restrictions, the SDPA allows schools and 
districts to release PII when allowed by FERPA, unless Utah law is more restrictive.  The SDPA 
also specifically allows the release of “directory information”.  While the SDPA directs Utah’s 
Board of Education to define directory information, as of August 2016, the Board had not yet 
done so.  The basic information requested by XtraMath (student first name, grade level and, 
when entered by the teacher, teacher e-mail address and city) is not protected PII because this 
type of non-sensitive information is generally considered directory information.  Unless and until 
the Board of Education defines “directory information” more narrowly than FERPA, districts, 
schools and teachers may use XtraMath consistent with federal and state law.  Alternatively, 
teachers can use aliases for student names, for example, “Student A”, “Student B”, etc.  Thus, 
the real names of students are not revealed to XtraMath, no student data is provided, and the 
SDPA does not apply.  

 



Vermont 
XtraMath complies with Vermont law. 
 
Vermont law does not impose specific requirements on entities such as XtraMath that provide a 
generally available skill building program used by teachers and students.  Instead, Vermont’s 
public records law specifically allows for disclosure of information when allowed by the federal 
privacy law, FERPA.  Vt. Stat. An. tit. 1, § 317(c)(11).  XtraMath may be used because it 
complies with FERPA. 
 

Vermont districts, schools and teachers may use XtraMath. 
 
Vermont does not have specific privacy laws for school districts and schools, but instead 
recognizes that FERPA controls.  Vt. Stat. An. tit. 1, § 317(c)(11).  Under FERPA, schools may 
disclose basic, non-sensitive information about students as “directory information” after proper 
disclosure by the school.  If a teacher signs up a child for XtraMath, the information regarding 
the student would only include first name, grade, and—because the teacher is the one enrolling 
the student—the teacher’s name as well.  XtraMath also determines the city in which an account 
is created to provide users relevant information and updates for their locality.  (XtraMath does 
not track the movements or current location of users through mobile geolocation.)  The above 
information commonly is regarded as “directory information” which may be shared even if it is 
personally identifiable information.  Teachers and schools may use XtraMath consistent with 
FERPA and Vermont law.  
 
To the extent the “directory information” exception may not apply due to local policy or a family 
“opting out”, the teacher must confirm that the child’s parent has provided informed consent 
prior to creating an account for a student.  Further, if a parent enrolls their child, then the child's 
information is voluntarily shared by the parent.  Neither Vermont law nor FERPA apply to this 
voluntary sharing of information.  

 

 

 

 

 

 

 



Virginia 

XtraMath complies with Virginia’s laws on pupil records. 
 
Virginia’s law on pupil records is set out in the Code of Virginia Title 22.1, Chapter 14, Article 5, 
and generally prohibits teachers, principals, and public school employees from permitting 
“access to any records concerning any particular pupil” without written consent.  The law, 
however, allows “directory information”, including a student’s name, address, date of birth, “and 
other similar information”, to be “publicly released in accordance with federal law” and federal 
and state regulations.  Virginia Code § 22.1-287.1.  XtraMath complies with Virginia law.  The 
basic information requested by XtraMath (student first name, grade level and, when entered by 
the teacher, teacher e-mail address and city) is the type of non-sensitive information is generally 
considered directory information under the federal privacy law, FERPA.  Directory information is 
not protected personally identifiable information (“PII”) and may be released to XtraMath under 
Virginia law.  
 
Further, in 2015 and 2016, Virginia added additional requirements for certain entities that use 
student personal information in laws now codified at Virginia Code § 22.1-289.01.  XtraMath 
complies with Virginia law because it uses student information only with teacher authorization or 
parental/student consent, does not conduct any of the activities prohibited by the law (such as 
selling student data or targeting advertising), explains how information is collected and used, 
allows teachers or parents to easily delete student data, and maintains reasonable security 
procedures and practices.  
 
In any event, the new laws do not apply to XtraMath.  The laws apply only to specifically defined 
“school service providers” that provide online services under a contract with a school division 
and are designed and marketed solely for use in schools.  XtraMath does not contract with 
schools. And XtraMath is not designed and marketed solely for use in schools.  While teachers 
are frequent users of XtraMath, the XtraMath skill-building program is freely available to anyone 
with access to the Internet.  
 
Virginia public school divisions, schools, and teachers may use XtraMath in compliance 
with Virginia’s law on pupil records. 
 
While school divisions, schools and teachers are generally restricted from permitting access to 
student records, they may publicly release directory information.  Virginia Code §§ 22.1-.287, 
-287.1.  As discussed above, XtraMath only requests directory information (student first name, 
grade level and, when entered by the teacher, teacher e-mail address).  Even if this basic 
information is part of a student record, this type of non-sensitive information may be released as 
directory information in compliance with Virginia law.  To the extent the “directory information” 
exception may not apply due to local policy or a family “opting out”, the teacher must confirm 

 



that the child’s parent has provided informed consent in compliance with FERPA prior to 
creating an account for a student.  

  

 



Washington 

XtraMath complies with Washington’s Student User Privacy in Education Rights Act. 
 
In 2015, Washington enacted the Student User Privacy in Education Rights Act (“SUPER”), now 
codified at Chapter 28A.604 RCW.  SUPER applies only to specifically defined “school service 
providers”, which are entities operating online services “designed and marketed primarily for use 
in a K-12 school.”  As of July 2016, SUPER prohibits these school service providers from 
collecting, using or sharing student personal information except for purposes authorized by a 
school or teacher, unless a student or parent consents to other uses.  SUPER also prohibits 
these school service providers from selling student personal information or using the information 
to target advertising.  Finally, school service providers must provide information about how 
student personal information is used, delete information when requested by the school, and 
maintain reasonably designed security measures.  
 
XtraMath complies with Washington’s law because it uses student information only with teacher 
authorization or parental/student consent, does not conduct any of the activities prohibited by 
the law (such as selling student data or targeting advertising), explains how information is 
collected and used, allows teachers and parents to easily delete student data, and maintains 
reasonable security procedures and practices.  
 
In any event, SUPER may not apply to XtraMath because it is not a school service provider. 
XtraMath is not designed and marketed primarily for use in a K-12 school.  While K-12 teachers 
are frequent users of XtraMath, the XtraMath skill-building program is freely available to anyone 
with access to the Internet.  General audience Internet websites and services explicitly are not 
subject to SUPER, even if also marketed to schools.  
 
Washington districts, schools, and teachers may use XtraMath in compliance with 
Washington’s Student User Privacy in Education Rights Act. 
 
SUPER does not limit districts, schools, and teachers’ ability to access programs such as 
XtraMath.  The law only imposes requirements on “school service providers”, not school 
personnel.  Districts, schools, and teachers’ ability to use XtraMath is unchanged by SUPER. 
 

 

  

 



Washington D.C. 
  
XtraMath complies with Washington D.C. law. 
  
Washington D.C. law does not impose specific requirements on entities such as XtraMath that 
provide a generally available skill building program used by teachers and students.  The federal 
privacy law, FERPA, therefore controls and XtraMath may be used because it complies with 
FERPA and similar D.C. law (as described below). 

Washington D.C. districts, schools and teachers may use XtraMath. 
 
Consistent with FERPA, Washington D.C. regulations allow schools to share basic, 
non-sensitive information about students as “directory information” after proper disclosure by the 
school.  D.C. Mun. Regs. 5-E2604.1-.2.  If a teacher signs up a child for XtraMath, the 
information regarding the student would only include first name, grade, and—because the 
teacher is the one enrolling the student—the teacher’s name as well.  XtraMath also determines 
the city in which an account is created to provide users relevant information and updates for 
their locality.  (XtraMath does not track the movements or current location of users through 
mobile geolocation.)  The above information commonly is regarded as “directory information” 
which may be shared even if it is personally identifiable information.  
To the extent the “directory information” exception may not apply due to local policy or a family 
“opting out”, the teacher must confirm that the child’s parent has provided informed consent 
prior to creating an account for a student.  Further, if a parent enrolls their child, then the child's 
information is voluntarily shared by the parent.  Neither Washington D.C. regulations nor FERPA 
apply to this voluntary sharing of information.  

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 



West Virginia 
XtraMath complies with West Virginia law. 
  
West Virginia law does not impose specific requirements on entities such as XtraMath that 
provide a generally available skill building program used by teachers and students.  Instead, 
West Virginia specifically allows disclosure of “directory information”.  W. Va. Code R. 
126-94-18.1.l.  Because, as described below, XtraMath only requests directory information, 
XtraMath complies with West Virginia law. 

West Virginia districts, schools and teachers may use XtraMath. 
 
West Virginia law follows the federal privacy law, FERPA, by allowing schools to share basic, 
non-sensitive information about students as “directory information” after proper disclosure by the 
school.  W. Va. Code R. 126-94-4.1.d, -18.1.l.  If a teacher signs up a child for XtraMath, the 
information regarding the student would only include first name, grade, and—because the 
teacher is the one enrolling the student—the teacher’s name as well.  XtraMath also determines 
the city in which an account is created to provide users relevant information and updates for 
their locality.  (XtraMath does not track the movements or current location of users through 
mobile geolocation.)  The above information commonly is regarded as “directory information” 
which may be shared even if it is personally identifiable information.  Teachers and schools may 
use XtraMath consistent with West Virginia law. 

West Virginia also requires the state Department of Education to develop guidance for school 
district policies to ensure compliance with the state and federal law for the disclosure of 
directory information.  W. Va. Code Ann. § 18-2-5h(g)(6).  To the extent the “directory 
information” exception may not apply due to local policy or a family “opting out”, the teacher 
must confirm that the child’s parent has provided informed consent prior to creating an account 
for a student.  Further, if a parent enrolls their child, then the child's information is voluntarily 
shared by the parent.  Neither West Virginia law nor FERPA apply to this voluntary sharing of 
information.  
  
  

  

 
 
 
 
 
 
 

 



 

Wisconsin 
  
XtraMath complies with Wisconsin law. 
  
Wisconsin law does not impose specific requirements on entities such as XtraMath that provide 
a generally available skill building program used by teachers and students.  Instead, Wisconsin 
specifically allows for the disclosure of general student information as “directory data”.  See  Wis. 
Stat. Ann. § 118.125(1)(b), (2)(j)(1).  This allowance is consistent with the federal privacy law, 
FERPA, which allows the release of the same information as “directory information”.  XtraMath 
may be used because it complies with FERPA and the similar Wisconsin statute (as described 
below). 
  
Wisconsin districts, schools and teachers may use XtraMath. 
 
Consistent with FERPA, Wisconsin regulations allow schools to share basic, non-sensitive 
information about students as “directory data” after proper disclosure by the school. Wis. Stat. 
Ann. § 118.125(2)(j)(1).  If a teacher signs up a child for XtraMath, the information regarding the 
student would only include first name, grade, and—because the teacher is the one enrolling the 
student—the teacher’s name as well.  XtraMath also determines the city in which an account is 
created to provide users relevant information and updates for their locality.  (XtraMath does not 
track the movements or current location of users through mobile geolocation.)  The above 
information commonly is regarded as “directory information” and “directory data” which may be 
shared even if it is personally identifiable information.  Wis. Stat. Ann. § 118.125(1)(b). 
Teachers and schools may use XtraMath consistent with FERPA and Wisconsin law.  
 
To the extent the “directory information” exception may not apply due to local policy or a family 
“opting out”, the teacher must confirm that the child’s parent has provided informed consent 
prior to creating an account for a student.  Further, if a parent enrolls their child, then the child's 
information is voluntarily shared by the parent.  Neither Wisconsin regulations nor FERPA apply 
to this voluntary sharing of information.  

 

 
 
 

 



Wyoming 
  
XtraMath complies with Wyoming law. 
  
Wyoming law does not impose specific requirements on entities such as XtraMath that provide a 
generally available skill building program used by teachers and students.  Instead, Wyoming 
recognizes that the federal privacy law, FERPA, controls.  See  Wyoming Department of 
Education: Data & Reporting.  XtraMath may be used because it complies with FERPA. 

Wyoming districts, schools and teachers may use XtraMath. 
 
Consistent with FERPA, Wyoming allows schools to share basic, non-sensitive information 
about students as “directory information” after proper disclosure by the school.  See   Wyoming 
Department of Education: Data & Reporting; see also   Wy. Dep’t of Education: Data Security 
Plan Required by W.S. 21-2-202(a)(xxxiv)A-J at p. 8 (Oct. 31, 2014).   If a teacher signs up a 
child for XtraMath, the information regarding the student would only include first name, grade, 
and—because the teacher is the one enrolling the student—the teacher’s name as well. 
XtraMath also determines the city in which an account is created to provide users relevant 
information and updates for their locality.  (XtraMath does not track the movements or current 
location of users through mobile geolocation.)  The above information commonly is regarded as 
“directory information” which may be shared even if it is personally identifiable information. 
Teachers and schools may use XtraMath consistent with FERPA and Wyoming law.  
 

To the extent the “directory information” exception may not apply due to local policy or a family 
“opting out”, the teacher must confirm that the child’s parent has provided informed consent 
prior to creating an account for a student.  Further, if a parent enrolls their child, then the child's 
information is voluntarily shared by the parent.  Neither Wyoming’s data use policies nor FERPA 
apply to this voluntary sharing of information.  
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